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Case Study

Improved Security for Le Creuset

with Microsoft Entra ID Integration

The Customer

And Their Challenge

le Creuset is a renowned French cookware In addition, the onboarding process for new hires faced
manufacturer celebrated for its high-quality enameled a notable challenge: despite indications of account
cast iron cookware. Established in 1925 in Northern

creation, the accounts were not actually created. This

France, Le Creuset has earned a reputation for its discrepancy posed

and
demanded an urgent solution. Le Creuset's priority was
to bridge the gap between UKG, a cloud-based human
resource information system, and Microsoft 365,
ensuring a smooth and

operational obstacles

vibrant, durable, and versatile kitchenware. Its products
are cherished by chefs and home cooks worldwide for
their exceptional performance, timeless design, and

ability to withstand the rigors of everyday cooking.

secure user account

management system.
Le Creuset encountered a critical hurdle in effectively

managing user accounts within their HR system, UKG
Pro. The existing system presented challenges in
account creation, modification, and deletion, leading to
the persistence of ‘'orphaned’ accounts post-employee
departure, thereby posing a notable security risk. A
thorough security audit underscored these concerns,
highlighting the
comprehensive solution.

imperative for a robust and
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The Solution

Microsoft Entra ID and Dynamics 365 Integration

i3solutions successfully implemented a seamless

integration strategy, connecting UKG Pro with Microsoft
Entra ID (formerly AzureAD) and Dynamics 365 Finance
and Operations for Le Creuset. This integration aimed
to streamline HR and Financial

This improvement ensures that each member of the
workforce has timely access to the necessary tools and
resources required to fulfill their roles effectively.

Moreover, the streamlined account creation process

operations by reduces administrative overhead, allowing HR and IT

automating account creation, and

modification processes to enhance efficiency and
productivity across the organization.

deletion, personnel to allocate their time and resources more

efficiently towards other strategic initiatives.

The eradication of orphaned accounts marks a pivotal
stride in bolstering the security posture of Le Creuset's
digital ecosystem. Previously, the presence of orphaned
accounts posed a significant vulnerability, potentially

UKG Pro generates a .csv file containing comprehensive
updates required for user accounts, including tasks
such as creating new users, updating user properties

and roles, and disabling users. The .csv file is seamlessly
ingested by Microsoft Entra ID, where it undergoes
processing and subsequent actions based on provided
instructions. These actions encompass provisioning or
updating user accounts, assigning Exchange shared
mailbox permissions, and incorporating records into

providing unauthorized access to sensitive information
or critical systems. With these risks now mitigated, the
organization can rest assured that access privileges
are dccurately aligned with employee status and
responsibilities. By maintaining a clean and up-to-date
user account database, Le Creuset fortifies its defense

Dynamics 365 through an HTTP call to a Power
Automate Flow.

against potential security breaches and unauthorized
access attempts, fostering a safer and more resilient
operational environment for all stakeholders. This
With UKG Pro generating comprehensive updates and proactive approach to account management not only
safeguards data but also instills
confidence among employees and customers in the
organization's commitment to robust cybersecurity

practices.

Microsoft Entra ID seamlessly processing them, critical confidential
tasks such as user account management, Exchange
shared mailbox permissions, and Dynamics 365 record
incorporation are now automated and streamlined.
When new employees join Le Creuset, their accounts

are promptly and accurately generated within the
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Technologies

Used in the Solution

i3Solutions employed a suite of cutting-edge technologies
to create a seamless integration solution.

Microsoft Entra ID (formerly AzureAD)

is a cloud identity and access
management solution used to centralize
user authentication, streamline access
control, and safeguard sensitive data for
Le Creuset.

Power Automate is used to automate
workflows between applications. This is
combined with HTTP connectors for
seamless communication between Le
Creuset’s operational systems.

Microsoft Entra ID Power Automate

Dynamics 365 Finance and Operations
provides Le Creuset with tools to manage
various financial aspects such as
accounting, supply chain management,
manufacturing processes, and distribution
operations. Integration with UKG Pro
ensured consistency and accuracy across
Le Creuset's financial and HR systems.

PowerShell Core is a cross-platform
scripting language and automation
framework developed by Microsoft. It is
used to automate processes related to
user account management, ensuring that
actions specified in the UKG Pro .csv reports
are executed efficiently and accurately.

>

Microsoft Dynamics 365 for
Finance &
Operations

PowerShell

Le Creuset uses UKG Pro to manage
various aspects of HR, payroll, talent
management, and workforce scheduling in
a unified platform. A .csv file containing
user account changes is exported from
UKG Pro and processed by the integration
to ensure consistency across all
applications.

vKG

By leveraging these technologies in a synergistic manner, i3Solutions effectively
addressed Le Creuset's challenges, providing a comprehensive solution that not only
resolved immediate issues but also established a robust and future-proof framework

for user account management.
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Measurable Benefits
and Business Impact

The strategic integration of multiple disparate systems has resulted in a
multitude of tangible benefits for Le Creuset.
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Automated Increased Improved Advanced
Enhanced Account Operational Security Cross-System
Security Modification Efficiency Compliance Integration

The elimination of ‘'orphaned’
accounts and the
synchronization between UKG
and Dynamics 365 significantly
enhances security by ensuring
that user access rights
accurately reflect current
employment status and roles
within the organization. This
synchronization minimizes the
risk of unauthorized access
associated with dormant or
outdated accounts, mitigating
potential security breaches and
data vulnerabilities.

iI3solutions, Inc.

Washington, DC « Tampa, FL

Automated user account
modification for Le Creuset
minimizes manual errors and
streamlines administrative
processes, freeing up valuable
time and resources. This
efficiency not only enhances
data accuracy and security
but also allows the
organization to adapt swiftly
to changes in employee roles
and permissions, ultimately
optimizing operational
effectiveness and maintaining
compliance standards.

This integration enhances the
operational efficiency of Le
Creuset by automating key

processes, reducing manual
intervention, and eliminating
redundancies. It streamlines
data flow between systems,
facilitates real-time updates,
and fosters seamless
collaboration across
departments, ultimately
driving productivity and
responsiveness within the
organization.

iI3solutions.com

Security compliance for Le
Creuset has improved by
ensuring the accurate
provisioning, modification,
and deletion of user accounts
across systems, reducing the
risk of unauthorized access. It
establishes robust controls
and audit trails, enabling the
organization to monitor user
modifications, enforce
security policies, and
promptly address any
potential security
vulnerabilities or breaches.

Cross-system integration
benefits Le Creuset by
streamlining data flow,

enabling seamless
communication between
different platforms, and
enhancing overall operational
efficiency. It fosters a cohesive
and interconnected digital
ecosystem, empowering the
organization to make
informed decisions, optimize
processes, and maintain
security compliance.
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